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Abstract—Sensor networks introduce new constraints on stance, a mobile node (MN) communicating over the air
wireless and ad-hoc networks, especially in terms of band- interface to its access router (AR) would use header com-

still using IP, for instance if it is connected eventually to the schemes would focus on the IP/JUDP/RTP headers [1] or
internet, using IP header compression becomes a strong ne_IP/TCP headers [2], [5]

cessity. IP header compression is usually a link compression T
between the mobile device and the base station. In a sen- However, it m'th be necessary to extend the compres-
sor network however, there is a succession of wireless links.sion over several links. In a sensor network or an ad hoc

Link based compression might be costly, as each hop has tonetwork for instance, the cost of transmitting each bit is
decompress the IP headers and re-compress them for fur- much higher due to tight resource constraints. The use of
ther forwarding, consuming power for each operation. We  traditional IP header compression on each link would in-
present here a technique to alleviate this issue and provide crease the processing power at each node and create com-

multi-hop compression. The idea is to split the compres- ression states to be maintained. This is frowned upon
sion according to the packet’s different layers: the network P ) P

part of the header, and the transport part of the header are When the power of each node is limited, and the end of
compressed differently, using two orthogonal mechanisms. the node’s duty cycle might wipe out any state anyway. A
We introduce a signaling that allows the nodes participating compression scheme is needed to carry the compression
in the compression to establish the compression end-to-end.over several hops. Unlike a flexible IP header [6], it would
The multi-hop compression might be especially beneficial in gjiow to use the existing IP stack while saving resources.
sensor networks, where typically payload is small and the The IP header compression algorithms we mentioned
cost of transmitting any bit is quite high. . . T

above function by studying similarities between consec-

Keywords: Header compression, transport layer, netive packets within a single flow, and eliminating these

work layer, end-to-end compression. similarities once the behavior of the packets in the flow
becomes predictable. The compressor sits at one end of
|. INTRODUCTION the link, and the decompressor at the other end restores

Sensor networks introduce new constraints on wirelet full packet header for further forwarding. These com-
and ad-hoc networks, especially in terms of bandwid§essors function in theme domainas they need several
limitations and power efficiency. To reduce the bandwidfPAckets over time to acquire the compression state and go
and power consumption, some sensor networks use highijeugh a transient phase before reaping the compression
optimized MAC, network and transport layers. In partid2enefits.
ular, addressing and routing specifically designed for sen-Other algorithms taking a different approach have
sor networks, while reducing dramatically the drain of theeen introduced: a user-based frequency-dependent algo-
resource, prohibit connecting the sensor network seafithm [3] makes use of the correlation between the flows
lessly to a global network such as the internet. for a given user. A stateless algorithm [4] makes use of

Using IP within the sensor network requires some optie routing information maintained by the AR in its for-
mization, as the payload in a sensor network is typicallyvgarding table to compress the fields that can be aggre-
few bytes, and the IP header is already 20 bytes, before g@ted. These algorithms function inspace domainas
transport header is added. One potential technique woth@y consider some address space (destination addresses
be to use IP header compression. for a given user, or destination prefixes for the nodes at-

IP header compression has traditionally focused on ti&€hed to a given router) for compression.
compression over a resource constrained link. For in-The first, traditional time-domain approach, can be con-
C. Westphal is with the Communication System Laborator)%tru_ed as a vertical approachl: the IP stack is compressed
Nokia Research Center, Mountain View, California. E-mailVertically across all the fields into the compressed header.
cedric.westphal@nokia.com The newer space-domain approach is a horizontal ap-
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proach: the correlation is not within the fields of the Namely, from the network point of view, the perfor-
same packets, but across the same field for different flows mance gain is the same if a IP/TCP header is com-
within a common group. pressed from 44 bytes to 1 or 2 bytes.

To achieve multi-hop compression, we will describe a 2) there are some benefits to preserving the layer sepa-
hybrid of the two classes of IP header compression which  ration, the main one being that it allows for layered
makes use of the different scalability characteristics of =~ compression, detailed in the next section.
each and allows compression over several links.

It this document, we present an architecture which corg- Layered Compression
bines these two orthogonal architectures. The aim is ) o .
to define an IP header compression architecture that al- '€ idéa for layered compression is to use two differ-
lows header compression over several links. Multi-link ¢t COMPression schemes, each one best fitting the layer it
multi-hop header compression is required for mesh n&RMPresses. _
works, for instance. Other networks have nodes with morel) Network layer: Network fields have a strong cor-
functionality than other (for instance, smart edge nodd§/ation from one flow to the next. Also, network fields
and nodes strictly focusing on efficient forwarding insid@re available at the network Iev_el: the§e are the only fields
the network), and being able to compress all the way (egserved by most routers. This entails that these are the

these specific nodes is an added feature to the network@!Y fields that a router -and a network domain a fortiori-
on the path can conveniently keep track of, or monitor.

As an example, consider one example of network com-
Il. ARCHITECTURE DESCRIPTION pression architecture in Figure 1.

A. IP header compression and the 7 layers

Flow register /\

The OSI architecture defines 7 layers: physical, data Tl e p A
link, network, transport, session, presentation and appli-
cation layer. The IP header replicates part of this hierar-
chy. It has no physical or link layer, but an IP header for
network, a TCP or UDP (or RCP) header for transport,
and the data packets carrying the session, presentation ar
application layers information.

As an example, a voice session will have a
IP/UDP/RTP/data format for the respective net-
work/transport/session/application. Header compressior
usually happens between the layer 2 and the layer 3:
network and transport information are mapped onto
some link layer code at one end of the link. The coqgeI
is decompressed into the original network and transpor%'
application. Usually, header compression is below layer), Figure 1, the network layer information is gathered
3, as some layer 2 information is used (for instance, {@m the flows at the router level, and send to a flow reg-
identify the source of the packets). However, in thigier that compresses the flow information into a code, or
document, we focus only at the layer 3 and above. 5 |apel. The flow register then makes the labels available

We wish to encode information pertaining to the routy the router. The labels can be used inside the network to
ing and forwarding of packets orthogonally from the inforward the packets. When the packets are about to leave
formation relating to the transport and the application @he network, the last forwarding node can replace the label
the packet. by the original uncompressed network header.

It could seem that there is a greater compression benegor jllustration purpose, a specific instantiation in this
fit to compress all the fields into one byte, as opposed garticular case would be to replace the 32 bits IPv4 (or the
some fields onto one byte, and some other fields onto as bytes 1Pv6) address referring to routers: R1, R2,...,R5
other byte. However, the purpose of separating the cogy the code: 1,2,...,5, which requires only 3 bits. The gate-
pressed fields according to different layers is as followsiyay R4 can then replace the code with the original address

1) the absolute difference between 1 or 2 or 3 bytdsr packets leaving to the internet, or the IP address with

is minimal compared to the compression gairthe code for incoming packets from the internet.

Flov;'.N -cN /

| Internet

1. A network layer compression architecture
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This is a general case of asymmetric compressidirewalls, have to make sure that either they decompress
where the compressor receives the code from an outside packets, or that the packets they see have a full trans-
agent, and there is an asymmetry in the information rpert header. It should be noted here that modern firewalls
quired to compute the code. In this case, only the flow rege maintain per flow state to steer the packets on the fast
ister has the big picture. Other possible implementationpéth, so it is possible to maintain a compression state as
the network layer compression would be by distributingrell so as to understand the compressed header within the
the flow register (for instance by using forwarding table &rewall.
each routers, or by computing flow tables at the link level
to keep track of the most frequent/recent flows).

The network fields are the fields pertaining to the for-
warding of the packets at the network level: these are de
tination, flow label, Ver, DS byte in IPv6, or Ver, DS byte,
destination in IPv4. The state to be maintained is of th
same granularity as the flow, namely it has to be mair §’
tained once per flow.

The network fields belong to thepace domaimrvoked

earlier. B
2) Transport layer: Network layer is correlated be-

tween different flows. On the other hand, transport laye Packets” transport

fields have a strong correlation from one packet to th teet et GG

next within the same flow. This yields two main conse-

qguences:
. Fig. 2. Atransport layer compression architecture
« the correlation can be deduced from a few consecugj P Y P

tive packets, necessitating a transient period before ) )
compression gets effective, Figure 2 illustrates the architecture for the transport

« astate has to be maintained at the packet granularfﬁ‘/}’er compression. The compressor and the decompres-

the state has to be updated after each packet, and8pNave identified each other by way of some signaling,
does the compression code. described later in this document (section IIl). The decom-

. [essor can be several hops away from the compressor. In
The second consequence makes the compression ofthe

transport layer impractical on a link-by-link basis, wherte €example offigure 2, the correspondent node (CN) does

. . o not support header compression. On the other hand, some
intermediate nodes have to store and maintain a state att PP P ’

o header compression proxy supports header compression.
a great cost to a sensor node with little memory for stor- Thi hitect I for the del t of a head

age and power for processing. When a large number of IS architecture a (;]wsh or % erihoyrrr:endo aheader
flows request header compression at the transport Ia};eolj’npressmn proxy, which provides the header compres-

maintaining these states can become costly. The soluti3f" ser\éllcet toa Iar?izhntjmg? of servers.' Indgegé I '.S
to avoid large cost has been to restrict header compr asonabie fo expect that while some service might gain

sion to the wireless link: the number of nodes is limited > header compression, the cost to manage state might

by the available bandwidth and the access point’s Iimitg-e dissuasive, and betf[er left of to a deghcatgd platform.
tions. However, in some instances, such as cellular net-The transport layer fields are all the fields in the header

works, the access point at the IP level is already deep iftgt Part of the network fields.

the network, connecting many base stations and tens of) Multi-hop Architecture using Orthogonal Layers:

thousands of users. We summarize in table | the differences between the dif-
Dissociating the network and transport layer compref&rent layers and their roles in header compression.

sion gives more versatility: the decompression of the The layered compression combines both ap-

transport layer does not have to happen at the same tim@#sches:

the network layer. This allows to pick the place to main- « the transport layer is compressed using

tain the transport layer compression states where itis con- timecompression between two end points, po-

venient: for instance, at the access router, at the edge of tentially the end points of the connection: in this

the access network, at some header compression proxy case, it scales very nicely. No points in the network

anywhere on the data path, or at the correspondent node. has two maintain states for a connection it does not

Of course, nodes that must see the transport layer, such as participate in. The two end points only compress

The Decompressor
restores the transport
layer fields to their
original values. Here it
is a proxy: it could be
RI1 or CN as well.

Signaling to identify C and D

Domain 1 .
Domain 2
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Transport Network
in flow correlation out flow correlation
time space
e2e local

vertical across stack horizontal across stac

TABLE |

ORTHOGONAL LAYERS OF COMPRESSION

introduce the use of layer 3 signaling to extend the reach
of header compression over a multi-hop span.

It might seem paradoxical to advocate signaling for
header compression: adding new packets and the corre-
sponding extra bandwidth defeats the purpose of header
compression. However, this solution is advocated when-
ever transport header compression is not supported or is
too costly locally, and some decompressor has to be found
several hops away. In this case, the use of signaling en-
ables the transport compression, and allows the overall

and decompress one or a few streams, no matter h@ndwidth to be reduced. The AODV signaling is used

many concurrent flows happen in the network.
» the network layer is compressed usisigacecom-

anyway for route discovery: by leveraging existing sig-
naling, there is no added bandwidth use on the network.

pression at the edge of the network, potentially all The idea is to add an option to the AODV [9] route
the way through a multi-hop access network, or fromg¢quest RREQ message. The option would be processed

an IP-addressable sensor node to a gateway.

similarly as in the RSVP case above. The end node would

By taking advantage of the characteristics of each, lagend the RREP with an option carrying the information
ered compression offer the benefits of header compressi®ut the existence of a decompressor on the path.
end-to-end. However, compression over several links re-The signaling is as follow:
quire to signal to the network that the layered compressione the compressor sends a RREQ towards the destina-

approach is being used.

[Il. HEADER COMPRESSIONSIGNALING

In many cases, a compressed header is not recognized
by the network, or full headers are required. There are
security issues involved in compressing the IP headers.
Mostly, intermediate packets have not access to the packet
headers immediately anymore. Signaling is thus required
to identify the points between which it is possible to use .

layered compression.

We discuss two cases to show how to take advantage
of existing signaling for setting up end-to-end IP header
compression. The first case is that of an ad-hoc network
connected to the internet through a gateway. In this case,
the sensor network uses ad hoc routing protocol, and we

consider AODV.

The second case is that of the current internet, where
a node is attached to a wired network via a wireless link. -
The other end point might also be a mobile node attached
through a wireless link. We will see how to use the sig-
naling to set up the compression over multiple hops.

tion with a transport header compression option.
« Each candidate decompressor receives the packet,
and once one is willing to ensure the decompression
of the packets, it writes itself into the RREQ as a
compression option.
If for some reason, another potential decompressor
feels it is more able to perform the decompression, it
replaces the previous decompressor in the compres-
sion option of the RREQ.
if a node must see full header packets- for instance
a firewall that is unable to maintain a transport com-
pression state for this flow-, it inserts a flag so that
no further downlink decompressor replaces a decom-
pressor uplink from this node.
another node can re-instate transport compression if
it has been interrupted by setting itself as a new com-
pressor, and changing the corresponding fields
Once the packet is received by the destination, a
RREP message is sent back to confirm to the ulti-
mate decompressor that it has been elected, and to
confirm to the compressor that a decompressor has
been found.
» NO state is maintained once the compressor and de-

A. Ad hoc Signaling for Multi-Hop Header Compression  compressor state engines have been identified

When IP header compression is at layer 2.5, it is as-If the adhoc network is connected to the internet
sisted with link layer signaling. However, for a headdahrough a gateway, the gateway can flood the network with
compression that spans several hops, the link layer infarbroadcast message (it might do so periodically anyway)
mation is not available anymore, and some IP signalilgrrying an option informing the nodes participating in
has to be added. In this section, we suggest the useta network whether or not it supports the transport layer
AODV to carry header compression information. Otherompression. In this case, no extra signaling is hecessary
signaling might be used, of course. The main point is # the start of the connection for each connection leaving
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the ad hoc network. our multi-link compression. We consider a payload of size
x bytes. We assume there are no error on the wireless
link, as this assumption favors the uncompressed case: the

) ) more data is transmitted over the air, the more likely a re-
For a sensor network which does not require ad h@g\smission is required.

routing protocol, or for others network, other signalling We consider that traditionaingle link compression

can be used as well. We present here the use of RSVP [ﬁ]aps anuncompressed,. — 44 bytes IP/UDP into a

but SIP or other signaling can be used as well. hg = 3 bytes packet [7], and that tmeulti-hopcompres-
One application of the RSVP signaling would be Qo \ve introduced reduces the 44 bytes IP/UDP packet

perform end-to-end or end-to-proxy header compressiqfy, 5, . — 4 bytes. This last figure comes from the fact

For instance, the access network of a streaming izt we assume that compressing the network and trans-

dio server would gain from the header compression Q. |avers separately adds a byte eventually, as we de-
his side by significantly reducing the transport band. ined in Section II-B.

width.  Another example is VoIP, where both entities g, [7] we take the value af = 25us of CPU time

communicating are mobile. Instead of having the heagl; .ompression. We assume the same time for decom-
ers compressed/decompressed on one side, then CgRasgion. This underestimate the actual time for a sensor,
pressed/decompressed on the other side, this architecyye, processor used in [7] is much faster than that of any

allows for the transport header to be compressed acr@sssor mote. The transmission timéhs + z)/ R where

the whole end-to-end route. It is more elegant and ef-_ ue, sl, mh and R is the bit rate. Defining, andp,,

ficient, as it reduces the overall load on the network i pe the power consumption rate for computation and for

between. _ , transmission/receptidmespectively, we can compare the
Note that since the uplink and the downlink routes méb’ower consumption for the different scenarios.

differ over several links, it is not possible to use in-band For the uncompressed scenario, there(are 4 + 4 x
signaling to provide the state compression feedback. 342%x241) =49 transmission's oh.. + =, and 48
- uc ’

The steps are the same as for the AODV signaling, WiFBceptions, for a power usage proportionabhy. +
the PATH message replacing the RREQ, and the RE§3\é/’g
0

H Rptr-
message replacing the RREP. The reverse path should  the single link compression, we have the same num-
set up in the same manner.

ber of transmission and receptions, but the packet size is
hg + x. Also, each transmission is associated with a com-
IV. PERFORMANCEEVALUATION pression, and each reception with a decompression. The

The benefits of header compression have been asseSNFT usage is thus proportional®((hs + x)/Rper +

in many papers for single link compression. The benefit" TPel-

of our header compression architecture is to extend comFOr the multi-hop compression, we still have the same

pression gains over multiple links. The gain is thus t&Mber of transmission and receptions, but the compres-
sum of the header compression gain for each link. In ¢io" IS performed only once per packet. Thus the power

der to illustrate this, we consider a basic case and condH&f9e€ is proportional 87 (hy.p, + 2)/Rpsr + 157pc.

some simple analysis to assess the power saved by multi¥Ve take the values fas. = 15mA andp,, = 24mA

hop compression. from the description of an Intel Imote [10] using Blue-

Take a sensor network, for which the nodes are coR20th- Figure 3 shows the normalized gain for differ-
nected to the sink via a binary tree. The sink halkeaves. ent valueg Oh{ ranging from 1to 3°_b¥tes- The power
Each leaf has two leaves, which have two more leaves, égnsumption is normalized so that it is 1 for all packet
The depth of the tree is 4. Without loss of generality, wilzeS for the uncompressed scenario. One can see for in-
only consider one of th&/ branches connected to the sinkSt2nce that header compression reduces the power con-
We consider that all nodes have the same packet rate, SHE'Ption by a factor 4 for the iterated link compression,
look only at the uplink, as the downlink is symmetric if"d 5 for the multi-hop compression for= G bytes. This
terms of power usage. means that the Ilfetlmg of a baf[tery operated sensor net-

We consider a BlueTooth air interface with a data rafécTk would me multiplied by 4 in the iterated link com-
of 720kbp/s as the link layer. 802.15.4 air interface wouff €SSion case, and 5iin the multi-hop compression case.
give similar results. However, we assume the sensor noded e Penefit from the multi-hop header compression de-
run IPv4 on top of this. We consider the case of N0 COM- reception power is almost equal to transmission power for typical
pression, of an iterated link by link compression, and e&nsor motes

B. Only the end link(s) is (are) wireless
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os ‘ Packelcunsu‘mplion Normal\z?dwn. the Uncorvpressed Case ‘ ThIS arChlteCture a”OWS network ﬁelds to be Com_
1 pressed without any delay, and transport field to be com-
e s ] pressed and decompressed where it is convenient, improv-

S
=
T
L

ing on the performance of traditional header compression.
It applies in ad hoc network environments using IP, where
the cost of transmission and the cost of processing com-
st 1 pression/decompression is higher than in a traditional net-

o

w

[}
T
L

Normalized Power Consumption
°
o

work.
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Fig. 3. Gain from the Header Compression

V. CONCLUSION

In this document, we introduced a header compression
architecture which dissociates the network from the trans-
port compression,allowing compression to happen on dif-
ferent links, domains, networks. The main purpose is to
offer the performance of a statefull compression while
delegating the maintenance of such a compression state
to either a dedicated header compression proxy, or to a
convenient decompressor, be it the access router or the
correspondent node.

To ensure end-to-end IP header compression, we sug-
gested the use of an extended RSVP signaling to identify
the end points of the compression or the use of an option
onto AODV.



